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GLOSSARY 
 
Colleagues - All staff, non-employed workers, secondees, board members, pension trustees, together with 
other individuals who may work with or on behalf of SE from time to time. 
 
EIR - Environmental Information (Scotland) Regulations 2004, which provides public access to 
environmental information held by public authorities. 
 
External Collaboration Sites - In the context of this policy, an external collaboration site/platform (whether 
on its own or in addition to any other functionality it may have) is one which is designed to support team 
discussions, task planning, and access to and/or sharing (upload, download and/or editing) of information 
among Colleagues and external third parties (including but not limited to partners and customers).  

 
External File Sharing Sites - In the context of this policy, an external file sharing site/platform (whether on 
its own or in addition to any other functionality it may have) is one which is designed to support or facilitate 
access to and/or sharing (upload and/or download) of information among Colleagues and external third 
parties (including but not limited to partners and customers).  
 
External File Sharing and External Collaboration Sites should not be confused with collaborative meeting 
or webinar communication tools such as GoTo Webinar, Zoom etc. 
 
FoI - the Freedom of Information (Scotland) Act 2002, which gives individuals the right to access information 
from public sector organisations.  
 
DPIGO - Data Protection and Information Governance Officer is the appointed role responsible for SE's 
compliance with legislation, policies, procedures and guidelines relating to data protection and information 
governance. 
 
Information Assets - A collection of information (hard and/or soft copy), defined and managed as a single 
unit so it can be understood, shared, protected and exploited efficiently, eg Company information, grants 
and claims records, HR data, Board papers etc.  Information assets have recognisable and manageable 
value, risk, content and lifecycles. 
 
Information Asset Owners - Forms part of the role of existing senior responsible individuals who will 
provide advice and assurances on Information Assets in their business area to the senior information risk 
owner. They are able to understand and address risks to this information and ensure that information is 
fully used within the law for the public good. 
 
SAR - Subject Access Request.  A SAR is a request made by or on behalf of an individual for the 
information which they are entitled to ask for under Article 15 of the UK General Data Protection 
Regulation. 

 
 
1. INTRODUCTION/PURPOSE 
 

Information is a key asset and fundamental to everything that SE does. The nature of SE’s activities 
requires Colleagues, from time to time, to share and/or access information, for the purposes of 
knowledge building and collaboration internally and externally of SE.  
 
SE must be trusted by its partners and customers as an organisation which respects any information 
shared with us.  Information classification is used to ensure that information assets are appropriately 
protected and handled and that information shared and/or accessed is done so in accordance with 
proper governance, to minimise the risk of information loss and/or data breaches.  
 
The SE Information Classification and Handling policy therefore sets out:- 
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• the information classification system, with a view to ensuring that SE’s information and data in, 
whatever form, wherever it is stored and shared, is valued and managed appropriately by the 
organisation, Colleagues, its partners and any other third parties; and 

• SE’s requirements and expectations in situations where Colleagues are involved in information 
storing, sharing and handling, specifying what action should be taken to minimise the related risks.   

 
It is the responsibility of Colleagues to ensure appropriate contractual terms and / or data 
sharing agreements are in place with third parties when sharing or accessing where those third 
parties are engaged to hold or create information on behalf of the organisation.  
Information/records management and security arrangements must comply with our policies and 
procedures.   
 
Where applicable, it is the responsibility of Colleagues to complete a Data Protection Impact 
Assessment (DPIA) where the information being shared comprises personal data.  
 

2. SCOPE 
 
This policy applies to all Colleagues.  
 
Any Colleague found to have breached this policy may be subject to disciplinary or legal action.  Where third 
parties are involved, a breach of this policy may also constitute a breach of contract. 

 
It covers all information assets including:- 

 

• Electronic documents and data, including, but not limited to, databases, records, reports, marketing 
and/or training materials, emails, messaging platforms and online Chats such as those in MS Teams, 
Zoom, webinars and other online channels. 

• Hardcopy - printed materials, including but not limited to, any of the electronic document categories listed 
above. 

• Recordings of verbal conversations and meetings in person, by phone, voicemail etc. 

• Multimedia - photos, videos, podcasts, webinars, including recordings of webinars. 

• Social media postings. 
 

From whatever source including:- 
 

• SE 

• Customers 

• Partners 

• Stakeholders 

• Suppliers 

• Investors. 
 
 

3. KEY PRINCIPLES 
 

• All information is valuable and should always be treated with care irrespective of your working 
location (eg home, shared workspace, public area, SE office). 

• Confidentiality must be objectively assessed and maintained in line with the nature of the 
information.  

• SE must comply with statutory regulations which include: Data Protection Act 2018, UK General Data 
Protection Regulation, Public Records Scotland Act 2011, EIR, FoI, INSPIRE (Scotland) Regulations 
2009 and the Re-use of Public Sector Information Regulations 2015.  

• SE must maintain the trust of those that it works, partners and collaborates with so they have 
confidence to share information with us or to enable us to access their information. 

• Information must only be shared with Colleagues and third parties who have a business need to 
see it.  The sharing of personal data or confidential information with third parties must be supported by 
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a Data Sharing Agreement or another appropriate agreement.  Seek appropriate advice from Legal 
Services or DPIGO. 

• Only store information on authorised IT systems.  Information on equipment hard drives or removable 
media such as USB keys may be used for temporary storage only and are not to be used for permanent 
storage.  These are not backed up and are more vulnerable to corruption, loss and unauthorised access 
if the equipment is mislaid or stolen.  

• Do not use a non-SE email address to send or receive SE Information Assets, communications, 
documents and other media.  

• In the office, sensitive/confidential information must be locked away when not in use, following 
SE’s ‘Being a Good ‘Work Neighbour’’ 

• When working from home, take all necessary steps to keep private and confidential material 
secure in a locked drawer or a private space (area/drawer/cupboard not visible by others inside or 
outside your home).  Do not leave lying openly accessible in public areas. 

• Do not discuss sensitive/confidential issues in person or on the phone where you can be 
overheard by third parties such as in public places, on public transport.  You should also disable any 
listening devices, for example Alexa, Google Assist, Siri etc, if they are within earshot when you are on 
a confidential call at home.  

 
Reporting Information Security Incidents 

 

• Report stolen, lost or potentially lost information/SE devices as soon as possible, following the 
Lost It, Report It procedure. 

• Any incident which involves compromise, inability to access, unauthorised access and/or 
disclosure of Information Assets must be reported as soon as possible, following the Lost It, Report 
It procedure. 

 
 

4. HOW TO IDENTIFY AND LABEL INFORMATION ASSETS WITH AN APPROPRIATE 
CLASSIFICATION  

 
Information Classification Definitions  
  

Label Definition 

Public 
Information that has been made publicly available via SE’s websites, other public media 
channels and/or under a FoI request. 

Internal 
The majority of information processed by Colleagues which, if disclosed, particularly 
outside SE, would be inappropriate.  This classification need not be marked on the 
document.  

Confidential 

Information that SE holds and is SE company confidential, subject to a non-
disclosure/confidentiality agreement, and/or personal data, the unauthorised disclosure 
of which, even within SE would cause or has the potential to cause significant harm to 
the interests of SE or other parties. 

Confidential 
Sensitive 

This is a sub-classification of Confidential and may be applied to information where loss 
or disclosure would have damaging consequences for SE or causes significant damage 
or distress for an individual or group of people, eg sensitive information such as 
organisational restructuring, special category data* or commercially sensitive company 
information etc 

 
*   See SE’s Data Protection Policy for definition of special category data. 
 
There is no need to label Public or Internal information. 
 
SE strongly recommends labelling correspondence, documents, and records which fall into the classification 
of “confidential” with a “Confidential” Header.  This is however, at the discretion of the information 
owner/author based on the information’s sensitivity and on how the information is intended to be handled and 
shared.  Agreement to reclassify documents should be sought from the relevant business owner/team. 
 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-health-safety/Documents/Being%20a%20Good%20%27Work%20Neighbour%27.pdf?ct=1643722385078&ct=1644499894019&or=Outlook-Body&or=OWA-NT&cid=E69764A0-7948-434B-BD7B-CD16628D43B8&cid=f07e88af-041d-1506-28ae-6f1d28fb0fcc
https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/:w:/s/DPIGO/EQMiip5O3wpKi825NQXxNLEBvRQeganZBDNBOQr0a9svUg?e=A0OUU4
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It is recommended that all personal data (eg HR information) is labelled as Confidential.  However, there may 
be occasions when information (eg legal correspondence) is always handled as confidential but the 
Confidential label may not be practical and is not always required.  Information Asset Owners and team 
leaders should consider and agree what labelling is appropriate for their information. 
 
Where Information Asset Owners and team leaders decide that labelling is not used for confidential 
information, the information must still be handled/processed as confidential and this must be communicated 
to their team and those who have access to their information. 
 
If information is deemed to be Confidential or Confidential Sensitive and if labelling is required, labels should 
be applied as follows:- 
 
Document 

• At the top of the front/title page: ‘Confidential’ (plus Optional Information Identifier - please SEE 
below). 

• Within a document: ‘Confidential’ should be clearly marked at the top of every page within the document. 

• Save your document on your team’s SharePoint folders. 
 
Email 

• ‘Confidential’ should be included in the subject line of the email or Use Outlook Message Options to set 
Sensitivity level to: Confidential. (From your email message, select File > Info > Properties.  Under 
Settings, select Sensitivity and then select Confidential from the drop-down list. Select Close.) 

• All attachments deemed to be confidential should be marked as above. 

• NB  SEE essential requirement for encryption of attachments if recipient does not have a SE email 
address later in this document (P10). 

 
NB Labelling information as Confidential does not necessarily exempt the information being provided in 

responses to FoI requests.  Any information requested will be subject to an assessment under the 
FoI.  

 
Deciding on which Information Classification is appropriate 
 
Has the information 
been approved for 
general 
publication? 

 
 

Can the information safely be 
made available to, or be 
accessed by Colleagues but 
not anyone else? 

 Should access to the 
information be restricted to 
those who have a legitimate 
need to know? 

 

    

Information is 
Public 

 Information is for internal use 
only (subject to FoI and EIR 
release and exemptions 
where applicable) 

 Handle and share information 
as confidential - consider 
labelling if appropriate.  If 
sharing externally, consider 
use of external file sharing or 
collaboration site. 

  
 
  

Y  

E  

S  

NO NO 

Y  

E  

S  

Y  

E  

S  

https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
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For example:- 
 

Public Internal Confidential 

• Brochures 

• SE Annual Reports 

• Information published on SE’s 
Websites 

• Advertising Materials 

• Routine internal business 
email 

• Routine work in progress 

• Training materials 

• Meeting agendas 

• Information published on the 
Intranet 

• HR Information 

• Personal Data (as defined by 
the Data Protection legislation) 

• Negotiating positions 

• Pre-release publications 

• Draft Board Papers 

• Commercially confidential 
information relating to 
companies, suppliers or 
potential suppliers 

• Information subject to patent 
application 

 
Note: Over time, some information will need to be reviewed and re-classified.  For example, pre-release 

publications will move from Confidential to Public upon publication.  Agreement to reclassify 
documents should be sought from the relevant Business Owner/Team. 

 
Colleagues should also consider legal implications of information accessed or shared, eg whether it is subject 
to third party intellectual property rights such as copyright. 

 
Optional Information Identifier 

 
This may be used with ‘Confidential’ to indicate the users/groups that have a need to know that information. 

 
For example:- 

 

Information Asset Optional Information Identifier 

HR Information CONFIDENTIAL - SENSITIVE 

Sensitive Partner Information CONFIDENTIAL - SENSITIVE 
(Group/Partner Name) Only 

Very Limited distribution - Named individuals CONFIDENTIAL - A Smith & B Jones ONLY 

 

5. HOW TO HANDLE and SHARE INFORMATION 
 

Prior to sharing information, consider – 

 

WHAT information (Public, Internal or Confidential) am I storing/accessing/sharing? 

WHERE is the information stored/shared – an SE platform, site or system or a third party external 

platform, site or system? 

WHO am I sharing the information with and/or from whom am I accessing/downloading this 

information? 

HOW am I sharing and/or accessing this information? 

 

The following scenarios provide advice based on these considerations    
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5.(a) STORING AND USING INFORMATION IN SE OFFICES OR 

WORKING AT HOME 

 

Always lock your screen when you are away from your desk, even if it is only for a short period of time. 
If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 

Information (P16) 

I want to store electronic 
information on SE's 

systems 

 

I want to store, copy, print or 
work on hardcopy in the office 

or at home 

 

I want to dispose of 
hardcopy 

Internal Information 
 
Store on your team’s 
SharePoint folders, 
appropriate SE system or 
intranet. Regularly review and 
destroy records which are no 
longer required - SEE SE 
Retention Policy 
 
Personal development plans 
or early draft personal 
research may be stored on 
One Drive.  SEE Using 
Scottish Enterprise IT 
Systems and Equipment  
 

Internal Information 
 
Protect against accidental 
compromise to third parties at 
home and in the office. 
 
Apply a clear desk approach in all 
locations.  In the office you should 
clear away at the end of the day in 
line with ‘Being a Good ‘Work 
Neighbour’’.  At home, maintaining 
a clear desk at the end of the day 
will reduce risk of accidental 
compromise to third parties. 

Internal Information 
 
Check to confirm that the 
information does not require 
to be retained -  SEE SE 
Retention Policy 
 
Must be disposed of only in 
the SE office recyclable paper 
waste bins or shredded in the 
office or at home. 

Confidential Information 
 
Store on your team’s 
SharePoint folders or 
appropriate SE system - 
ensure that file/folder 
permissions are set so that 
only those who ‘need to know’ 
have access. SEE 
SharePoint Online guidance. 

Confidential Information 
 
Secure documents in a locked 
drawer, filing system or private 
space (area/drawer/cupboard not 
visible by others inside or outside 
your home) when away from your 
desk, office or home.  Do not leave 
documents lying openly accessible 
in public areas. 
 
Ensure all documents are picked 
up promptly from the 
printer/copier.  In the office, ensure 
‘secure print’ is selected from the 
print menu. Avoid printing 
confidential documents at home if 
possible. 

Confidential Information 
 
Check to confirm that the 
information does not require 
to be retained - SEE SE 
Retention Policy 
 
Must be disposed of by 
shredding in SE office or via 
SE office confidential waste 
bins. SE office shredders 
comply with auditable 
standards for shredding 
confidential information. 

 

 

 

 

 

 

 

 

 

 

 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scotent.sharepoint.com/sites/Intranet/Corporate/T-health-safety/Documents/Being%20a%20Good%20%27Work%20Neighbour%27.pdf?ct=1643722385078&ct=1644499894019&or=Outlook-Body&or=OWA-NT&cid=E69764A0-7948-434B-BD7B-CD16628D43B8&cid=f07e88af-041d-1506-28ae-6f1d28fb0fcc
https://scotent.sharepoint.com/sites/Intranet/Corporate/T-health-safety/Documents/Being%20a%20Good%20%27Work%20Neighbour%27.pdf?ct=1643722385078&ct=1644499894019&or=Outlook-Body&or=OWA-NT&cid=E69764A0-7948-434B-BD7B-CD16628D43B8&cid=f07e88af-041d-1506-28ae-6f1d28fb0fcc
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
https://scotent-my.sharepoint.com/:p:/g/personal/lauren_faers_scotent_co_uk/EfIFozhwxkdCruZMGCJbOacB9hJjmE97ByYt_aYGEffEHw?e=74OWYL
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
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5.(b) CARRYING INFORMATION OUTSIDE SE OFFICES OR MY 

HOME 

 
If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 

Information (P16) 

I want to carry electronic information outside 

an SE office or my home 

 

I want to carry hardcopy outside an SE office 

or my home (Note: The preferred method of 

carrying information outside SE is in 

electronic form on an SE approved 

encrypted device such as SE laptop, iPad, 

etc - SEE below) 

Internal Information 

 

Only use SE approved encrypted device in 

accordance with Using Scottish Enterprise IT 

Systems and Equipment. 

 

Do not let unauthorised people use your device. 

 

When using in a public place, use a privacy screen 

if practical and be aware of being overlooked. SEE 

Using Scottish Enterprise IT Systems and 

Equipment. 

Internal Information 

 

Handle with due diligence. 

 

Protect against accidental compromise to third 

parties - carry in a closed folder or closed bag. 

 

 

Confidential Information 

Try to avoid having Confidential documents on 

portable devices (including SE laptops, equipment 

hard drives). 

 

Avoid USB devices such as memory sticks as they 

are easily lost. 

 

If unavoidable follow the SE Internal handling 

requirements in accordance with Using Scottish 

Enterprise IT Systems and Equipment above plus: 

 

Ensure the information is encrypted and only on 

the device for the minimum time necessary. 

Obtain permission from the owner of the data. 

 

Confidential Information 

 

There needs to be a clearly defined and 

unavoidable requirement to take confidential hard 

copy out with the office/home workspace.  Should 

it be necessary, it needs to be secured, eg in a 

sealed, unclassified envelope, locked in a 

briefcase or hotel safe and take all practical steps 

to ensure it is secure. 

 

Never leave unattended if unsecured. 

 

If you require further advice contact our DPIGO 

or Records Management Team. 

 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
mailto:DPIGO%20Queries%20%3cDPIGO-Queries@scotent.co.uk%3e
mailto:%3cRecordsManagement@scotent.co.uk%3e
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5.(c) SHARING INFORMATION WITH SE COLLEAGUES 

If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 

Information (P16) 

I want to share or send electronic information 
to an SE Colleague. 

Where possible, share links to documents 
with SE Colleagues instead of attaching 

uncontrolled copies. 

 

I want to share or send hardcopy information 

to an SE Colleague 

Internal Information 

 

Use the SE email system and/or link to information 

on the intranet or to documents in SharePoint 

folders.  As well as ensuring the most up to date 

version is accessed, the inclusion of links instead 

of attachments reduces carbon emissions.  

 

Internal Information 

 

Always send information electronically where 
possible. Sending hardcopy information should 
be avoided in so far as is possible. 
  
However, if it is not possible to share or send 
information in electronic / soft copy form (eg SE 
email, link to intranet or SharePoint folder), 
hardcopy must only be sent using 2nd class mail 
(SEE Post and Couriers Guidance). 

Confidential Information 

 

Verify recipients prior to sending by email. 
 
‘Confidential’ should be included in the subject line 
of the email or Use Outlook Message Options to 
set Sensitivity level to: Confidential. (From your 
email message, select File > Info > Properties.  
Under Settings, select Sensitivity and then select 
Confidential from the drop-down list.  Select 
Close). 
 
Check the folder permission - restricted to the 
‘need to know’ individuals.  
 
Do not use MS Teams Chat to share personal, 
sensitive or confidential information. 
 

Confidential Information 

 

If the sharing of hardcopy documentation is 
specified in a contractual agreement, the agreed 
process should be followed.    
 
If no contractual agreement exists, sending 
hardcopy information should be avoided in so far 
as is possible.  
  
However, if it is not possible to share or send 
information in soft copy form (eg SE email, link to 
intranet or SharePoint folder), obtain permission 
from the owner of the information prior to copying 
and/or distributing to others.  
 
Use mail system - send in sealed envelope - 

consider using special delivery service. (SEE 

Post and Couriers Guidance). 

 

 
 
 
 
 

 
 
 
 
 
 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/Fm-contracts-commercial/Pages/Fm-post-couriers.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/Fm-contracts-commercial/Pages/Fm-post-couriers.aspx
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5.(d) SHARING INFORMATION WITH and ACCESSING 
INFORMATION FROM THIRD PARTIES – 1 OF 5 

Sending Information Only 

If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 
Information (P16) 

I want to send electronic information to 
someone outside SE (eg Responses to 

Enquiries, Freedom of Information (FoI) or 
Subject Access requests (SAR) 

 

I want to send hardcopy information to 
someone outside SE (eg Responses to 

Enquiries, Freedom of Information (FoI) or 
Subject Access requests (SAR) 

Internal Information 
 
Email to external recipient only where there is an 
approved business need or other justification (eg 
Responses to enquiries, FoI, SAR request). 
 
Verify the email address of the recipient(s) and 
ensure they are aware that the information must 
only be used for the declared purpose.  
 
If included, Verify the attachment(s) to ensure it is 
the correct and/or up-to-date version permissible to 
share or publish. 
 
Avoid using USB devices.  If unavoidable, only use 
SE approved, encrypted security checked devices 
approved by EIS  in accordance with Using Scottish 
Enterprise IT Systems and Equipment. 

 

Internal Information 
 

Send to external recipient only where there is an 
approved business need or other justification. 
 
Verify recipient’s address prior to sending. 
 
Verify the content(s) to ensure they are the 
correct and/or up-to-date version permissible to 
share. 
 
External mail should be sealed - consider using 
special delivery service. (SEE Post and Couriers 
Guidance). 

Confidential Information 
 
Verify the email address of the recipient(s) prior 
to sending the email. 

 
If included, Verify the attachment(s) to ensure it is 
the correct and/or up-to-date version permissible to 
share or publish. 
 
‘Confidential’ should be included in the subject line 
of the email or Use Outlook Message Options to set 
Sensitivity level to: Confidential.  
 
Use the 7 Zip tool to create a compressed file 
attachment encrypted to the AES 256 standard.  Set 
a strong, complex encryption password. 
Communicate password verbally or in separate 
email after confirming receipt of encrypted files. 
 
Do not reuse a previous password.  SEE advice on 
setting strong passwords. 
 
Send to external recipient only on a ‘need to know’ 
basis where there is an approved business, 
contractual or legislative need (eg FoI, SAR) and 
advise the originator/information owner.  Ensure 
that the external recipient knows the classification 
level and is aware of the protection requirements. 

Confidential Information 
 

Share with someone outside SE only on a ‘need 
to know’ basis when electronic transmission is 
not possible, where there is an approved 
business, contractual or legislative need and 
advise the information owner.  
 
No security marking should appear on the outer 
envelope. Double envelopes are required.  
Courier/special mail is the recommended option.  
(SEE Post and Couriers Guidance). 
 
Verify recipient’s address prior to sending. 
 
Verify the content(s) to ensure they are the 
correct and/or up-to-date version permissible to 
share. 
 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scotent.sharepoint.com/sites/Intranet/Corporate/Fm-contracts-commercial/Pages/Fm-post-couriers.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/Fm-contracts-commercial/Pages/Fm-post-couriers.aspx
https://sdsprod.service-now.com/sp?sys_kb_id=e2fe5871dbdf0490b26011494b9619de&id=kb_article_view&sysparm_rank=1&sysparm_tsqueryId=6b6a67b7978c0e509ac57a671153af6a
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/Passwords.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/Passwords.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/Fm-contracts-commercial/Pages/Fm-post-couriers.aspx
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5.(e) SHARING INFORMATION WITH THIRD PARTIES - 2 OF 5 

SE Secure External File Sharing or Collaboration Site - 
Admincontrol or MS Teams Team 

If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 
Information (P16) 

I want to create/host a secure SE file sharing or collaboration platform via SE’s organisational 
platforms/sites (eg Admincontrol or MS Teams) to share information with trusted partners or third 

parties. 

Internal Information 
 
SEE the External File Sharing Site process to create a secure external file sharing site.  
 
Do not post or share information outside the closed user group - ensure group membership is 
appropriate for the ‘need to know’ and there is an approved business, contractual or legislative 
need.  
 
Where group members are required to gather or share information on a dynamic collaboration document, 
Colleagues may update the information required. 
 
When using an MS Teams Team site for collaboration, information containing decisions and approvals can 
be shared via Posts within Channels - SEE MS Teams guidance for further details on Posts and Channels 
 
Attention should be paid to the group membership and their ‘need to know’ the information being 

posted regardless of the information’s format (ie document, image, conversation etc). 

Confidential Information 
 
Sharing confidential information on SE hosted file sharing or collaboration sites is permitted where there is 
an approved business, contractual or legislative need to share confidential information on a ‘need to know’ 
basis.   SEE the External File Sharing Site Process to create a secure file sharing site. 
 
A Data Sharing Agreement may be required.  SEEK advice from Legal Services or DPIGO. 
 
If personal information is to be shared, a Data Protection Risk Assessment (DPIA) will be required. 
 
When using an MS Teams Team site for collaboration, containing confidential information, decisions and 
approvals can be shared via Posts within Channels - SEE MS Teams guidance for further details on 
Posts and Channels  
 
Attention should be paid to the group membership and their ‘need to know’ the information being 

posted regardless of the information’s format (ie document, image, conversation etc). 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/Microsoft-Teams.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/Corporate-cfogroup/Corporate-legalsplash/Documents/Data%20Protection%20Impact%20Assessment.docx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/Microsoft-Teams.aspx
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5.(f) SHARING INFORMATION WITH AND ACCESSING 
INFORMATION FROM THIRD PARTIES - 3 OF 5 

Security Risk Assessed Third Party Hosted External File Sharing or 
Collaboration Platforms 

If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 
Information (P16) 

I want to access and/or share information on a SE/EIS security risk assessed file sharing platform 
hosted by a trusted third party (such as Government, public sector partner, industry body, client) 

Internal Information 
 

It is SE’s preference that information shared either by and/or with SE, is accessed and controlled via SE’s 
organisational platforms/sites (SEE - External File Sharing Site process.) 
 
However, there are circumstances where Colleagues are invited to access or share information via a 
site/platform created by a trusted third party.  The most commonly used platforms/sites for file 
sharing/collaboration have been security risk assessed by SE and EIS as having appropriate technical 
controls in place.  (SEE Third Party Hosted File Sharing Site process for list of risk assessed file 
sharing/collaboration platforms), Colleagues may access and download third party files and may share files 
and documents created by SE where required and in line with the classification labels set out above. 
 
Where the third party hosted site is created for the purpose of gathering information from members on a 
dynamic collaboration document, Colleagues may update the information required. 
 
Online conversations in these sites are permitted.  At all times, Colleagues should be aware of what is 
being accessed and/or shared and with whom. 
 
Attention should be paid to the group membership and their ‘need to know’ the information being 
posted regardless of the information’s format (ie document, image, conversation etc).  

Confidential Information 
 

Downloading and viewing confidential information on a third party security risk assessed site is permitted - 
SEE External File Sharing Site Process.  Sharing and uploading confidential information on file sharing 
and/or collaboration sites hosted by others should be avoided.  
  
Where there is an approved business, contractual or legislative need to share confidential information on 
a ‘need to know’ basis, please  SEE the External File Sharing Site process. 
 
A Data Sharing Agreement may be required.  SEEK advice from Legal Services or DPIGO. 
 
If personal information is to be shared, a Data Protection Risk Assessment (DPIA) will be required. 
 
Online conversations in these sites are permitted.  At all times, Colleagues should be aware of what is 
being accessed and/or shared and with whom. 
 
Attention should be paid to the group membership and their ‘need to know’ the information being 
posted irrespective of the information’s format (ie document, image, conversation etc). 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/Corporate-cfogroup/Corporate-legalsplash/Documents/Data%20Protection%20Impact%20Assessment.docx


13 | P a g e  

 

5.(g) SHARING INFORMATION WITH AND ACCESSING 
INFORMATION FROM THIRD PARTIES - 4 OF 5 

Non-Security Risk Assessed Third Party Hosted External File 
Sharing or Collaboration Platform 

If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 
Information (P16) 

I want to access and/or share information on a non-security risk assessed file sharing or 
collaboration platform hosted by a third party. 

Internal Information 
 
Sharing information on external file sharing or collaboration sites/platforms which have not been security risk 
assessed by SE and EIS should be avoided. 
It is SE’s preference that information shared by and with SE is accessed and controlled via organisational 
platforms/sites above (SEE - SE’s External File Sharing Site process) or encourage third party to use a 
SE/EIS security risk assessed platform (SEE above). 
 
(i) Access to non-security risk assessed sites/platforms for sharing information and collaborating 

purposes will require security assurances to be provided by the third party - SEE External File Sharing 
Site Process  
If the site/platform is assessed as having satisfactory technical controls implemented to secure the 
site/platform, Colleagues may access and share files and documents created by SE where required and 
in line with the classification labels set out above. 
If the site is approved, online conversations in these sites are permitted.  Be aware of what you share 
and with whom. 
Attention should be paid to the group membership and their ‘need to know’ the information being 
posted irrespective of the information’s format (ie document, image, conversation etc). 

 
(ii) Security risk assessments are not required for access to non-security risk assessed sites/platforms for 

the purpose of download/read only or to complete online forms within a brief limited period.  SEE - 
External File Sharing Site process 

Confidential Information 
 

Sharing confidential information on file sharing or collaboration sites/platforms hosted by others, which have 
not been security risk assessed by SE and EIS should be avoided. 
Where there is an approved business, contractual or legislative need to share confidential information on a 
‘need to know’ basis, it is SE’s preference that information shared by and with SE is accessed and controlled 
via SE’s organisational platforms/sites (SEE 5e above). 
If this is not practical, encourage the third party to use a SE/EIS security risk assessed platform (SEE 5.(f) 
above). 
 
(i) Access to non-security risk assessed sites/platforms for sharing confidential information and 

collaborating purposes will require security assurances to be provided by the third party* - SEE External 

File Sharing Site Process 

If the site/platform is assessed as having satisfactory technical controls implemented to secure the 

site/platform, Colleagues may access and share confidential information, including information created 

by SE where required and in line with the classification labels set out above. 

If the site is approved, online conversations in these sites are permitted.  Be aware of what you share 

and with whom. 

Attention should be paid to the group membership and their ‘need to know’ the information being 

posted irrespective of the information’s format (ie document, image, conversation etc). 

 
(ii) Security risk assessments are not required for access to non-security risk assessed sites/platforms for 

the purpose of downloading/read only confidential information within a brief limited period.  SEE - 
External File Sharing Site process. 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/digital-se/Pages/External-collaboration-sites.aspx
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5.(h) SHARING INFORMATION WITH THIRD PARTIES - 5 OF 5 

Social Networking Sites, Verbal or Online Discussions, AI Tools 

If lost or stolen, report as soon as possible, following the Lost It, Report It procedure - SEE Loss of 
Information (P16) 

 

I want to share 
information on a social 

networking site 

 

I want to discuss with someone (face 
to face/phone call/ MS Teams or other 

online call/ MS Teams Chat/other 
online “chat”) 

 I want to share information 
to a Generative Artificial 

Intelligence (AI) tool 

Internal Information 
 

Do not post information 
outside a closed user 
group - ensure group 
membership is 
appropriate for the ‘need 
to know’. Please SEE the 
SE Social Media and 
Employee Advocacy 
Guidance 
 

Internal Information 
 

Use discretion. Ensure the conversation 
cannot be overheard by non-SE 
personnel. 
 
You should also disable any listening 
devices, eg Alexa, Google Assist, Siri etc 
if they are within earshot when you are on 
a call. 
 
Chat between individuals or groups in MS 
Teams or other online chat and meeting 
platforms should only be used for informal 
discussion and not for sharing confidential 
information, approvals etc. 
  
Chat can be viewed by all those invited to 
attend the meeting (including guests and 
non-attendees).  Do not use MS Teams or 
other online meeting Chat for approvals or 
more formal communications.  MS Teams 
Chat is subject to FoI and Data Protection 
legislation - be aware of what you share. 
SEE Using Chat. 

 Internal Information 
 

Use discretion and 
judgement.  Any information 

shared to a generative 
artificial intelligence (AI) tool 

may retained by the service or 
be visible to other (external) 

users of that tool. 
 

Never input Confidential, 
Confidential Sensitive, or 

personal data into Generative 
AI tools. 

 
SEE the Use of Generative AI 

Policy 

Confidential 
Information 

 
Not allowed.  
 

Confidential Information 
 

Ensure the conversation cannot be 
overheard by those with no ‘need to 
know’. 
 
Do not leave confidential information on 
voicemail systems. 
 
Disable any listening devices, eg Alexa, 
Google Assist, Siri etc if they are within 
earshot when you are on a confidential 
call. 
 
Do not use MS Teams Chat to share 
personal, sensitive or confidential 
information.  SEE Using Chat. 

 Confidential Information 
 

Not allowed.  
 

 
 
 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=101&rev=225
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=101&rev=225
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=101&rev=225
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fscotent.sharepoint.com%2Fsites%2FMarketing-and-Service-Transformation%2F_layouts%2F15%2FDoc.aspx%3Fsourcedoc%3D%257bf18890ee-ae2a-47b0-b3ad-a222d78f85d0%257d%26action%3Dview%26wd%3Dtarget%2528FAQs.one%257C1ad085ba-c47e-452d-88fe-8bf0f32a795e%252FUsing%2520Chat%257C4627ff17-fea9-4de8-8096-870ad5d3da0a%252F%2529&data=04%7C01%7CMandy.Bell%40scotent.co.uk%7C17afbe60452846a4bf3408d8ee2d90c6%7C50374495fdde4d04bc5c574982680e19%7C0%7C0%7C637521226747765498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=AzbjyYf2TfyWRU1BwEi0vf3va7JjnoRMM3iKFC34Zr8%3D&reserved=0
https://scottish-enterprise.policyhub.com/policyhub/
https://scottish-enterprise.policyhub.com/policyhub/
https://scotent.sharepoint.com/sites/Intranet/Lists/News/Display.aspx?ID=1354
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5.(i) LOSS OR UNINTENDED SHARING OF INFORMATION 

 
What has happened to the 

information? 
 

 

What is the impact? 

 

What are the rules? 

I have lost my laptop, mobile 
phone, removable media (eg 

USB/memory stick; cd) or work 
documents. 

 
I have accidentally shared 

confidential information with an 
unintended audience via email, 

public place etc. 

 
May lead to a Breach of Contract 
or Data Breach where sensitive, 

confidential or otherwise protected 
data has been accessed and/or 

disclosed in an unauthorised 
fashion. 

 
Report as soon as 

possible, following the 
Lost It, Report It 

procedure. 
 

 
 

6. NON-SE CLASSIFICATIONS 
 

 Partner organisations may share information with SE that is marked with their classification. This 
information must be handled in accordance with the contractual arrangement with the information 
owner. If the information owner has not defined any handling rules you should handle the information 
as if it had an SE classification. 

 
The table below maps Government, Corporate and SE classification. 

 

Government Protective 
marking 

Common Business terms SE Classification 

Top Secret  Not held by SE 

Secret Confidential CONFIDENTIAL 

Official-Sensitive Confidential CONFIDENTIAL 

Official For internal use only INTERNAL 

Official Publicly Available PUBLIC 

 

7. RELATED LEGISLATION, POLICIES AND DOCUMENTS 
 

• SE Retention Policy  

• SE Data Protection Policy  

• Using Scottish Enterprise IT Systems and Equipment  

• Generative AI Policy 

• SE Social Media and Employee Advocacy Guidance 

• SE Conduct Policy 

• SE Information Security Policy  

• Data Protection Act 2018 

• Environmental Information (Scotland) Regulations 2004,  

• Freedom of Information (Scotland) Act 2002 

• INSPIRE (Scotland) Regulations 2009  

• Public Records (Scotland) Act 2011 

• Re-use of Public Sector Information Regulations 2015. 

 

 

https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scotent.sharepoint.com/sites/Intranet/Corporate/T-esbc/Pages/Submit-an-Incident.aspx
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=64&rev=150
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=5&rev=122
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=81&rev=90
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=121&rev=305
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=101&rev=225
https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=22&rev=290
https://www.scottish-enterprise.com/media/2568/se-infomation-security-policy.pdf
https://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
https://www.legislation.gov.uk/ssi/2004/520/contents/made
https://www.legislation.gov.uk/asp/2002/13/contents
https://www.legislation.gov.uk/ssi/2009/440/2018-05-25
https://www.legislation.gov.uk/asp/2011/12/contents
https://www.legislation.gov.uk/uksi/2015/1415/contents/made
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8. PERSONAL DATA AND PRIVACY STATEMENT 
 

Whenever personal data is processed under activities regulated by this Policy, such processing will 

be done in accordance with our Data Protection Policy and our External Privacy Notice for third 

parties and Internal Privacy Notice for Colleagues. 

https://scottish-enterprise.policyhub.com/PolicyHub/documents.aspx?doc=5&rev=122
https://www.scottish-enterprise.com/help/privacy-notice
https://scotent.sharepoint.com/sites/Intranet/Corporate/Corporate-cfogroup/Corporate-legalsplash/Documents/Internal%20Privacy%20Notice.pdf

